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Abstract.

Proposed privilege
change model is evaluated with fixed sequences from BSM data on the situa-
tion where transitions between UID and EUID occaur.

1 Introduction
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2 Reéated Works

2.1 Hidd

%-\.-JH.-—JHFM”-M.
1



2.2 Reduction of the audit record
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Fig 1. An example of privilege change by bufer overflow attadk
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Many intrusions are to oktain root authority. Buffer overflow is one of the most
popuar methods when they try to sted roat privilege. Using this technique, attadkers
can exeaute an arbitrary code. If the program being attadked is running with
privileges raised, it is posshble to find the diff erence between red user privilege and
effedive user privilege.

3.1 Overview of system structure
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Fig 2. Intrusion detedion system overview.




3.2 Preprocessng of audit record

Table 1. Summary of the audit data sets used for the experiments

3.3 Detedion of privilege flows

The filtering engine imports the reformatted audit data from the preprocessor and
determines which system cdls are eligible and which audit data fields are sufficiently
avail able to condict our experiments. From this preliminary anaysis, we analyze the
datato deted privilege dhange from regular user to roat or the other user. By exam-
ining the result, we can be asaured that most events are not use, and orly 25% of the
events have been used. In training an HMM, running time is rougHy propartional to
the number of different system cdl’s sizes. For this reason, among the 267 dfferent
events audited by BSM, only 80 are used by IDS, resulting in efficient HMM com-
putation.

It is a good reduction technique that extrads the events of privilege cange. Alt-
houghabundant training data using system cdls require significantly longer training
time, these kinds of reduction techniques can save computational costs. Proposed
privilege change model evaluated with taking fixed data sequence bases on the situa-
tion where transitions between UID and EUID occur.



3.4 Normal behavior modeling

T
no

1 Qo
x




\I

3.5 Anomaly detedion
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4 Experimental Results



Table 2. The Exploit codes used in experiment

This paper propases two methods for modeling with al data and extraded data @l-
leded aroundthe transition o privilege. We have theded which methods can pro-
duce a better performance and

time

Table 3. A comparison d running time performance




Table 4. The anomaly detedion rate for eac modeling method

Modeling State/sequence HMM threshold Attadk Detedionrate F-Perror

All data  5/20 -924 10 100% 4.23%%
10/25 -1021 10 100% 3.23™
10/20 -93.7 10 100% 1.616%%
1530 -1183 10 100% 12.426%
Privilege 5/20 -53.8 10 100% 6.70™
change 15/25 -65.2 10 100% 2.36™
data 10/27 -731 10 100% 2.43%%
10/30 -81.2 10 100% 0.602%

The lowest false-pasitive aror has been oltained when the number of statesis 10 and
the number of sequencesis20with al dataas siown in Table 4.

Fig. 3ROC for privilege change data

Fig. 4 ROC for all train data



5 Conclusions
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