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2.2 Reduction of the audit record
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Fig 1. An example of privilege change by buffer overflow attack
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Many intrusions are to obtain root authority. Buffer overflow is one of the most
popular methods when they try to steal root privilege. Using this technique, attackers
can execute an arbitrary code. If the program being attacked is running with
privileges raised, it is possible to find the difference between real user privilege and
effective user privilege.

3.1 Overview of system structure
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Fig 2. Intrusion detection system overview.



3.2 Preprocessing of audit record
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Table 1. Summary of the audit data sets used for the experiments
E

� ��� � F��(þ-1�� � 9$��� ���

G

þ-���
HIF �$��@�JK��1��  ’ þ
��þ-����� �$�������

2

� ���

�

2I2

��1���� �	�>HIF LM1���� ���	NÒþ�9/��1��

2

� 1O��þ-����� �$�������

2

� ���

P

� ����98HIF �$��@�JK��1��  ’ þ�3�� ����9C� �$�������

2

� ���

�

2I2

��1���� �	�

P

� ����98HIF LM1���� ���	NÒþ�9/��1��

2

� 1>3�� ����9C� �$�������

2

� ���

Q

�����C�!þ1þ-� ���

G

þ-���  ’ þ#�

2I2

��1���� �	�uþ-��1���� � � �8� ý�@/���

����þ������ ÿŒý�� �$���	����� HI�

2

�����²ý���� ���ºý�@/�����/� �	�uþ���þ������R1:ý�� �/���	�����/@���S	�����	���


#� �C�(þ��\ý��T9 F�ý��\ý%ý��	�M��� �C�%ý��/U(�	� 1���� �	�%ý�1���� �	� � �8�$1�1������ ���

Q

� �$1��(þ1þ�HIF ÿ������ �����/9$� �$1��(þ1þ#� �$�������

2

� ���

�/�(þ1þ-� ���THIF �/�(þ1þ-� �������MU(�	� 1���� �	�O9$� �$1��(þ1þ
@/��� ���$3�þ

LV�×ý��	�$� �#� �lý�� �#�!þV3$���	���lý�������@��Ùý��×ý��	�$� ��� �$3Ùþ���þ������W� ��ý��#�C���	� �����gþ}þ���þ������Öý�1���� �	� � �Ùý��	�

�²ý?��@/�(1���� 9/��þ-��� X$Y[Z/\-]�^-_�`�a$a/b c d�`�e�c X�f/_�`�f	g�h�X�^#\�i/\�e�]�jCkIb ]�l	]�b/`�d�e�c l	c e c ];\ m

3.3   Detection of pr ivilege flows

The filtering engine imports the reformatted audit data from the preprocessor and
determines which system calls are eligible and which audit data fields are suff iciently
available to conduct our experiments. From this preliminary analysis, we analyze the
data to detect privilege change from regular user to root or the other user. By exam-
ining the result, we can be assured that most events are not use, and only 25% of the
events have been used. In training an HMM, running time is roughly proportional to
the number of different system call  ’ s sizes. For this reason, among the 267 different
events audited by BSM, only 80 are used by IDS, resulting in eff icient HMM com-
putation.
It is a good reduction technique that extracts the events of privilege change. Alt-

hough abundant training data using system calls require significantly longer training
time, these kinds of reduction techniques can save computational costs. Proposed
privilege change model evaluated with taking fixed data sequence bases on the situa-
tion where transitions between UID and EUID occur. n
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3.4 Normal behavior modeling
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Table 2. The Exploit codes used in experiment
Ê/Ë�Ì Í�Î�Ï�ÐEÑ�Ò Î Ó�Ô Õ�Ö ×KØ Ø,Ù�Ú�ÛJØ,Ü�Ú�Ý�Þ�ß à�á�Ü

â/ã�ä Ù�å�ß�æ ç�è�é�ê�ë�é�ì,í�ê�ëGî�ç�ï ð�ë�ê�ñ�ò/ó ï ó ì ô

õgö/÷�ø/ù ú*ûDù ü ýBþ�ÿ�ý�������ù �,ýGÿ���ü ú�ý��	��ø/ù ü ù � 


�
� ����� ������������������ ����"!#��$�%�&'��()��*	+�, ��-

.�/10�2�354�6)0�7	8�9 4�:;6�<)9 =)0�7	>�?�@ 9 @ 3 A

BDCFEGE#HJI'E#K�C�L�M'N�O)P�Q	R�S N�H;O�T)S U)P�Q	C�V�W S W K X

Y[Z \�Z�]

^�_�`�a�b�ced�f�gih)`�`�j�b"a�k)j�b	`�l a�m;k�h)l n)j�b	d�o�p l p f q

This paper proposes two methods for modeling with all data and extracted data col-
lected around the transition of privilege. We have checked which methods can pro-
duce a better performance and r�sutwvyxer�z�{|{�}�~�{�•	€ xe{�•�‚ƒt„‚�v…z�{�†�€ z�{‡‚ ˆ){|v�~�‚�€ xer�sŠ‰J‹…‹

~�r�•	r�xe{�‚�{�•wtiŒ�v�• {�Œ�Œ�{�† ‚�€ •){Ž€ •�‚ •�•�tw€ v�•|z�{�‚�{�†�‚�€ v�•5•�‘"•)r�s •)r�‚�€ v�•’‚ ˆ�•	{Ft#ˆ)v�s z“€ut”•�tw{�z“rFt•r„xev�z�€ Œ € –

—�˜�™ šœ›�—�•	—�žeš�Ÿ�š�•1 
¡£¢�šF¤w¥ •	—�˜�™ š¦¥ §�Ÿ •�¨�¤w¥ ©�§;¢�š�Ÿ�š�ª�Ÿ�¥ ©�§«¤�¬�¤#Ÿ�š�ž­žŽ¨�¤#Ÿ®¤#¯)©�°±—²¯)¥ ³�¯;¥ §�Ÿ •�¨�¤w¥ ©�§

¢�š�Ÿ�š�ª�Ÿ�¥ ©�§e•	—�Ÿ�šJ°J¥ Ÿ ¯‡—®™ ©�°µ´�—�™u¤wš

–

›�©)¤w¥ Ÿ�¥ ¶)š®š�•�•	©�•
•	—�Ÿ�š� ¸·�Ÿ�—�§)¢�—�•	¢'¹Jº…º­¯)—F¤”—®´�¥ »)š�¢e§�¨�žŽ˜�š�•

¼�½¿¾#À�Á�À�ÂF¾GÃŠ¾w¼…¼�Ä)Â’ÅŽÆ�¾#À•Ç�Â�È�É Ç�Â‡À Ê)Âœ¾wÉ ËFÂ“¼�½•À Ê)Â‡Åe¼�Ç�Â�Ì
Í�Â�½�¼�Î	Â‡À Î	Á�É Ä)É Ä�Ï¸Ð Ñ[Î	Â�Ì É ÅeÉ Ä)Á�Î�ÒÓÂ Ô Õ

Ö�Â�Î	É ÅeÂ�Ä�Àƒ¾×¾#Ê)¼�Ø«À Ê)Á�À¸À Ê)Â•Ä�Æ�ÅŽÍ�Â�Î
¼�½D¼�Ö�À�É ÅeÁ�Ì5¾#À�Á�À�ÂF¾"Î	¼�Æ�Ï�Ê)Ì ÒeÈ�¼�Î�Î	ÂF¾#Ö�¼�Ä)Ç®À�¼®À Ê)Â•Ä�Æ�ÅŽÍ�Â�Î
¼�½

Ù�Ú)Û Ü�Ù)ÝJÞ�ß�Þ#à�Ý�áãâ�ä�å åuÞ
Ù�ÞwÝ�æ®ç�ß'à è)Ý•é�ê	ë�ì�ê	ä�á“í�î�ÚŽà è)Ý•ï)ä�ê	Û ë�Ù�Þ
Ú�Ù�áŽç�Ý�êwÞŠë�ð"Þ#à�ä�à�ÝFÞGñ)òôó×õöòeÞ#à�ä�à�ÝFÞ

÷�ø	ùiú�ûwù�ü'ý þ®ÿ�������÷�þ)ü���ý �	��
'û
�����„û�� �)ù����)÷�þ���ù¿ý þ�� �)ù���ù�ø�����ø��e÷�þ���ù������ �)ù¿û� �û
��ù��!���)ù�þ

" #�$�% $�&�'�" #)(�*,+-$/.�0�$�&�1/$�1�#�2�&�'�$3+4"5(�687�9:6	;�9:68<=2�&�>=?�7	@

ACB�DFE/G3H
IKJ�ELJ�IKMKN5O DFE P Q8E�J�R�B�J�DFG�M�S/ETB�R N U�B�DFE�N V�B�W�HFR�B�J�DFB�W�E/X O M�Y�ZCN V�E Q�J�BKY�J�G�D U�G3H

E�[�E/S�IKN5E/W \�]�N5O DFE3HFO M ^�_ ` a�b:c�d8b�a�egf�h b�i�jk` l�mLa�m3n
o�_ `pnFq�rs` l�mtn
l�m/_ _ b�a�m a�m/e/q�a�j�m/j o8n-u i�v

time 
e/q�w=wFb�i�j	x yCb�z8_ m { _ u|n
`pn4` l�m}wFm/b3n
oKa�m/j�a�m3n
o�_ `pnCr�q�a q�oKa�m�~Kd8m�a�u wFm�iK`pn•x

Table 3. A comparison of running time performance
€•q�j�m/_ u i�v c ‚5ƒ�‚5„�…p†-„/‡�ˆ�„�‰�Š/„ ‹�ŒK•=Ž8•�•�‘�’,“-•/”�Œ�•�•�–/• —C˜ •F•3“
™5š�•=›

œ�• •8ž
š�™5š Ÿ:  ¡8¢ £�¤�£�¥�¦/§ ¨�©�ª�«K¬-­C®�£�¯F° ±

²�³ ³8´�µ�¶5µ
¦·¨:¸5¹�® £�¤�£�¥8®8§ º�»�¼�½K¾-¿4À8Á�ÂFÃ Ä

Å�¾�Ã Æ�Ã Ç È·É�È�Ê�»�Ë�Ä�É�È�Ì�Ë�Í5Ë Î:Ï À8Ð ÎKÁ�ÎKÐ À8º	Ñ Ò)¿-È/Ê

Å�¾�Ã Æ�Ã Ç È·É�È�Ê�»�Ë�Ä�É�È�Ì�Ë�Í5Ë Ó·Î:Ï5Ò�Ð ÎKÔ�Á�À ÎKÔ	Ñ Î=¿-È/Ê

Õ�Ä�Í »�È ¾�È3¿�½�Ç Í Ö Í »�È�×8È�¾�Ø�¼�¾�ÂFË�Ä8Ê/È�Ã|¿CÊ/¼�Â)×8¼�¿-È/Ì=¼�Ø ¾
½KÄKÄ�Ã Ä�É Í5Ã ÂFÈ�Ë�Ä�Ì=Ì�È·Í5È/Ê�Í5Ã ¼�Ä�¾-Ë�Í5È�Ñ/Ù ¿4ÂÚÈ

ÄKÍ5Ã|¼�Ä8È/Ì ×�¾-È�Æ8Ã ¼�½	¿-Ç Û:Ö�Í ¾-Ë/Ã Ä�Ã Ä�É)Ë�Ä=Ü�Ý�Ý Ä�È3È/Ì8¿4Æ8È�¾�Û È�ÞK×	È�Ä	¿-Ã Æ�È Ê/¼KÂ=×�½KÍ5Ë·Í5Ã|¼�Ä�Ñ Õ Í�Ã Â)×8Ç Ã|È3¿�Í|»

Ë�Í	¾�È/Ë3Ç ßpÍ5Ã ÂÚÈ�Ì�È�ÍpÈ/Ê�ÍpÃ ¼KÄ)Ã5¿CÃ Â=×	¼�¿à¿àÃ á	Ç È�Ñ â ½�Í	ã�»�È·Ä=ã�ÈsÊ/¼�Ç|Ç È3Ê�Í5È3Ì�Í ¾�Ë3Ã Ä�È3Ì)Ì�Ë�ÍpË�½8¿-Ã Ä�É�×�¾-Ã Æ�Ã|Ç È/É

È�Ê·»�Ë·Ä�É�È ÂÚÈ�Í »8¼�Ì8Ö�Ã Í »�Ë:¿ È·Þ�È3Ê�½�Í5È/Ì)Ë·×�×�¾-¼�Þ8Ã ÂÚË�Í5È3Ç Û=À	Î�Ð�Í5Ã ÂÚÈ3¿äØ�Ë3¿
ÍpÈ�¾CË�Ä8Ì Ã Ä8Ì�½�Ê3È/Ì Ó�ÒKÀ)Í5Ã Â

È3¿äÌ�È3Ê�¾�È3Ë3¿àÈ å|æ�ç·è�é	ê-ë è�ì)ç/í|í	î�ç�åpç�ï:ð�èÚê�éKñ=ñÚç�ò�ó:ô õ�ös÷3ç�èFö�ø�ù8ö/÷·å	å5ú�ò�ö3î�é8÷/ö�å5ë ñFös÷/úKè8ê
é�ñ=ù�å5ë|ú

èFê
éKû	ê
å5ç�èKå5ë ç/í í ó�õ�æ�ö�è�é8ê-ë è�ì�ù�ò�ë ü�ë í ö·ì�ö�ý�í ú�õ�ê•ï

þÿç�û8í ö � ���������
	 ���
� ��	 ������� ��������	�����	�� ��������	��
������� ��!"����#�$������ 	�� %��
���������&����	��
� ���'�������

(

������!*)�+,�������-������	 �.�

(

��/0���1����� 	������ �-� �2��%���! ����	�� ��3&	 ����$������ ���

(

�������-���4� ��	 ������� ���'����	�� � #

5�6 7�8:9�;�9�5�<�='>@?�<�5�<�A�5�6 7�82B�C�5�<DC�8�?2E C�F"9�<HG�7�9�6 5�6 I�<D<�B�B�7�BJB�C�5�<�KML,N�<-?�<�5�<�A�5�6 7�82B�C�5�<D6"915 N�<HG�< B O

A�<�8�5�CQP�<D7�ERC�5 5�C�A�S�9T?�<�5�<�A�5�<�?�UVC�8�?
5 N�<DE C�F"9�<-G�7�9�6 5�6 I�<D<�B�B�7�BJB�C�5�<D6"915 N�<HG�<�B�A�<�8�5�CQP�<D7�E48�7 B O

=WC�F,?�C�5�C-5 N�C�5X5 N�<W9�;�9�5�<�=YC�F C�B�=&9ZC[9TC�5 5�C�A�S�9\KM]�E45 N�<DE C�F"9�<�O�G�7�9�6 5�6 I�<W<�B�B�7�B1B�C�5�<D6"9^N�6 P�N�U@5 N�<

_ `Da
bWc\d
e�f�gih�j�k�l�c�m�g�n m�c�oVh�j�m�c�p�q�j�p�q�j�l�qJbWc\d&h�j�r.c�l�e�j�s2t�l�f�bug v�jH_ `Da:t�l�j�w�p�j�e�g�o d
r.n g v

g v�j1e�f�l�bWc�o�h�j�v�c�x�n f�l�q\y



Table 4. The anomaly detection rate for each modeling method

Modeling State/sequence HMM threshold Attack Detection rate F-P error
5/20 -92.4 10 100% 4.234%
10/25 -102.1 10 100% 3.237%
10/20 -93.7 10 100% 1.6165%

All data

15/30 -118.3 10 100% 12.426%
5/20 -53.8 10 100% 6.707%
15/25 -65.2 10 100% 2.367%
10/27 -73.1 10 100% 2.439%

Privilege
change
data

10/30 -81.2 10 100% 0.602%
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The lowest false-positive error has been obtained when the number of states is 10 and
the number of sequences is 20 with all data as shown in Table 4.

 

Fig. 3 ROC for pr ivilege change data

Fig. 4 ROC for all train data
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